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DETAILED ACTION 

This action is in response to the amendment filed on 4/10/2009 pertaining to 
Application No. 09/910206. Claims 1-17 are pending, of which Claims 1,10 and 13 are 
in independent form. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

Claims 1-8, 10-11, 13-14 are rejected under 35 U.S.C. 102(b) as being 
anticipated by US Patent No. 5,680,620 to Ross hereinafter called Ross. 
Per claim 1: 
Ross discloses: 

A program stored in a computer readable medium, the program performing a method for 
monitoring an execution of another program that is executable on at least one 
microprocessor of a micro controller using a debug logic of the micro controller 
(abstract, "in a microprocessor, a debug facility traps access to a peripheral device.), 
comprising: 

- causing the debug logic to trigger an exception upon access to an specific address 
range during a program execution time (col. 3 line 65 to col. 4 line 2 "application 
program specifies a breakpoint in the debug register circuit 13. The breakpoint is a trap 
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or software exception that is triggered when a specified I/O or memory address 
accessed" and col. 4 liens 9-11, "Debug registers DR0-DR4 can each hold an I/O or 
memory address as a breakpoint (an specific address range)); 

- causing the at least one microprocessor to configure the debug logic (col. 4 lines 1 0- 
13, "the condition for generating a debug exception in the Pentium microprocessor is 
specified in the Debug Control Register."), and 

- causing the debug logic to execute an exception routine after the exception is 
triggered during the program execution time (col. 3 line 65 to col. 4 line 2 "application 
program specifies a breakpoint in the debug register circuit 13. The breakpoint is a trap 
or software exception that is triggered when a specified I/O or memory address 
accessed); 

- wherein the access to the specific address range includes access to an illegal storage 
area (col. 3 line 65 to col. 4 line 2 "application program specifies a breakpoint in the 
debug register circuit 13. The breakpoint is a trap or software exception that is triggered 
when a specified I/O or memory address accessed"); 

- wherein the debug logic and its registers (program 2) are operated in parallel to the 
program execution time (col. 5 lines 33-35, program 2 is another program such as a 
monitor power down program which is operating in parallel with program 1) to check a 
stack having the specific address range and an exception routine is set up in reaction to 
a break point event in the stack, so as to provide an secure stack check without using 
the program execution time of the microprocessor, wherein the debug logic monitors a 
program run (co 3 line 65 to col. 4 line 2, specifically at col. 5 lines 6-12, "the register is 
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accessed to determine the address which caused the interrupt.", col. 5, lines 25-27, "the 
interrupt handler routine then continues executing.", Note that the secure stack check is 
inherently done without using the program execution time of the microprocessor when 
the debug logic and its register are operated in parallel to the program execution time); 
wherein the debug logic monitors a program run (col. 4, lines 44-46 "This address is 
provided by the program desiring the monitoring, e.g., program 2 in FIG. 5A"). 

Per claim 2: 

The rejection of claim 1 is incorporated and further, Ross discloses: 
wherein: the exception corresponds to an interrupt of the execution of the program (col. 
3 line 65 to col. 4 line 2 "application program specifies a breakpoint in the debug register 
circuit 13. The breakpoint is a trap or software exception that is triggered when a 
specified I/O or memory address accessed"). 

Per claim 3: 

The rejection of claim 1 is incorporated and further, Ross discloses: 
wherein: the debug logic is configured during a startup of the micro controller (col. 3 line 
65 to col. 4 line 2 "application program specifies a breakpoint in the debug register 
circuit 13. The breakpoint is a trap or software exception that is triggered when a 
specified I/O or memory address accessed". Note that the startup of the micro controller 
is inherently done without startup of microcontroller the breakpoint cannot be specified). 
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Per claim 4: 

The rejection of claim 1 is incorporated, and further, Ross discloses: 
resetting the micro controller, starting up the micro controller again, and initializing the 
program (col. 4, lines 57-62 "After the system is initialized, the system transfers to a 
monitor mode of operation. During the monitor mode, as indicated by monitor step 108, 
the breakpoint register is monitored by processor 12 to determine whether the 
breakpoint has been triggered, as indicated by the address location which is held as the 
breakpoint value being accessed"). 

Per claim 5: 

The rejection of claim 4 is incorporated, and further, Ross discloses: 
storing at least a type of a fault in a memory storing at least a type of a fault in a fault 
memory before the micro controller is reset and started up again and before the 
program is initialized (col. 4, lines 50-53 "at callback address step 104, the callback 
address of the routine to be called is stored within debug (fault) table 106 within memory 
36". Note that in computer environment faults are called 'bugs'). 

Per claim 6: 

The rejection of claim 1 is incorporated, and further, Ross discloses: 
storing a memory address that was accessed before an occurrence of the fault in the 
fault memory before the micro controller is reset and started up again and before the 
program is initialized (col. 4, lines 50-53 "at callback address step 104, the callback 
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address of the routine to be called is stored within debug (fault) table 106 within memory 
36". Note that in computer environment faults are called 'bugs'). 

Per claim 7: 

The rejection of claim 1 is incorporated, and further, Ross discloses: 
the debug logic monitors whether the program accesses a preselectable address range 
of a memory during the program execution time (col. 3 line 65 to col. 4 line 2 
"application program specifies a breakpoint in the debug register circuit 13. The 
breakpoint is a trap or software exception that is triggered when a specified I/O or 
memory address accessed"). 

Per claim 8: 

The rejection of claim 7 is incorporated, and further, Ross discloses: 
wherein: the debug logic monitors whether the program accesses an address range of a 
stack of the micro controller beyond a preselectable maximum stack size during the 
program execution time (col. 3 line 65 to col. 4 line 2 "application program specifies a 
breakpoint in the debug register circuit 13. The breakpoint is a trap or software 
exception that is triggered when a specified I/O or memory address accessed"). 

Claim 10 is the apparatus (micro controller) claim corresponding to computer 
readable medium claim 1 , and rejected under the same rational set forth in 
connection with the rejection of claim 1, above, as noted above. 
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Per claim 11: 

The rejection of claim 10 is incorporated, and further, Ross discloses: 
the control element corresponds to one of a read-only memory and a flash memory (col. 
3 lines 19-21 "Nonvolatile memory 38 is e.g. a read only memory (ROM) which stores 
microcode including the basic input output system"). 

Claims 13 and 14 are the apparatus (micro controller) claim corresponding to 
computer readable medium claims 1 and 2 respectively, and rejected under the 
same rational set forth in connection with the rejection of claims 1 and 2 
respectively, above, as noted above. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a)A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claims 9 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Ross in view of US Patent No. 6,535,81 1 to Rowland et al., hereinafter called 
Rowland. 
Per claim 9: 
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Ross does not explicitly disclose a code sequence of the program, swapped out from a 
flash memory of the micro controller into a random access memory of the micro 
controller, in the flash memory. 

However, Rowland discloses in an analogous computer system a code sequence 
of the program, swapped out from a flash memory of the micro controller into a random 
access memory of the micro controller, in the flash memory (col. 5, lines 23-25 "memory 
holding the executable code, typically some type of ROM, had to be swapped with a 
memory having the new executable code "burned in."" and col. 5, lines 27-29 "flash 
memory 22 comprises a flash EPROM. Thus, executable code for the microcontroller 
can be rewritten as necessary"). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to incorporate the method of swapping the code 
between memories as taught by Rowland into the method of monitoring the program as 
taught by Ross. The modification would be obvious because of one of ordinary skill in 
the art would be motivated to swap the code between flash and RAM memories to read 
write the data control relationship during engine operation as suggested by Rowland 
(col. 2, lines 5-9). 

Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ross in 
view of Admitted Prior Art, hereinafter called APA. 
Per claim 12: 

The rejection of claim 10 is incorporated, and further, Ross does not explicitly disclose 
the micro controller is arranged in a motor vehicle. 
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However, APA discloses in an analogous computer system the micro controller is 
arranged in a motor vehicle (Applicant's specification, page 2, lines 4-5 "This type of 
micro controller is, for example, part of a controller for a motor vehicle"). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to incorporate the method of the micro controller is 
arranged in a motor vehicle as taught by APA into the method of monitoring the 
program as taught by Ross. The modification would be obvious because of one of 
ordinary skill in the art would be motivated to have the micro controller is arranged in a 
motor vehicle to provide the control of the internal combustion engine, the transmission, 
the steering assembly, the chassis, etc. as suggested by APA (page 2, lines 1-10). 

Allowable Subject Matter 
Claims 15-17 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

Response to Arguments 

Applicant's arguments have been fully and carefully considered but are not found 
to be persuasive. Applicant's arguments will be addressed in turn, below. 
Applicant argues: 
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In contrast, claim i of the present application includes the feature of causing the 
debug logic to tnggi r an exception Claim I clearly provides that the debug fogtc — and ti"t 
f ht processor triggers an exception Further, the Specific atu. n describes the triggering of 
an exception ^ "pattieularlx an interrupt of the program execution " (Specification, p 8, line 
2M The Ross reference, how e\ er. explicitly states that "fw ]hen processes 1 2 detects [the 
breakpoint] registei being set then proa snot 12 generates a device access interrupt " tRo$;>, 
col 5, Sines 1 to ^ (emphasis added H As to the text at column 4. imes 3? to 5h of the Ross 
reference, the cued section does not identically disclose (or even suggest* that the debug 
registet circuit of Ross rugger* an exception Thus, Ross males plain that its processor - and 
not its debug register — triggers an exception Therefore, Rovs does not identically disclose 
(oi even suggest} the feature cf oj«w«£ the debug logic to trigger an exception, as provided 
for in the context of claim L 

Claim 1 of the present application also include:, the feature of cau\mg tk* debug low 
to execute an eu\ptton routine Claim 1 clearly pros ides th'ii the debug logic — and not the 
piuets-sor - executes an exception routine The Ross reference, however, explicitly »tate& 
tliat "processor 12 executes a Jt bug uittrrupt \enuee rcutwe " {Ross, col 5, imes 64 to 6$ 
(emphasis added)) As to the text at column 4, Imes 3 7 to 56 of Ro^s, it on!> iefUs to 
"executing an exceptional routine after the exception is triggered", so that tt does not 
disclose that the debug register circuit of Ross executes an exception routine That is, Ross 
makes piam that sts processoi - and not Us debug icgister - executes an exception routine 
Theiefote Ross does not identically disclose o^r e\ en suggest) the feature oCeau^ms: the 
debug logic to execute an exception routine* as provided for in the context of claim 1 . 

(Remarks, pg. 8). 

Examiner respectfully disagrees . In Ross, the processor implements the debug 
logic. The claim language makes no explicit recitation of a separation between the 
'debug logic' and the 'microprocessor'. Put differently, a processor implementing debug 
logic, as in Ross, anticipates the instant claim. 
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Applicant argues: 

In stark contrast, Ross does not disclose any such illegal storage area, since it only 
states that "[t]he address which is set as a brmkpmnt corresponds to the address which is 
called when access to the device is desired" (Ross, col 4, lines 42 to 44 (emphasis added)). 
As to the text at column 5, lines 7 to 15 of Ross, it only refers to "accessing to an i llegal 
storage area or protected address", and therefore simply does not identically disclose that the 
breakpoint of Ross is an illegal storage area. Thus, the breakpoint address of Ross is a valid 
address of a connected device, and therefore is not an illegal storage area which is either 
physically not present, lies outside a storage area provided, or is beyond a preseleciabk 
maximum stack si ze, as provided for in the present application and in the context of the 
claimed subject matter, 

(Remarks, pg. 9). 

Examiner respectfully disagrees . Ross discloses a 'trap' which is well known in 
the art as a device used to detect, inter alia, improper memory access. (See, e.g., Ross, 
col. 3 In. 64). Accordingly, Ross anticipates the instant claim. 

Applicant argues: 

In stark contrast, Ross explicitly states that "the breakpoint register is monitored by 
processor 12 " and "processor 12 continues to monito r the breakpoint register." (Ross, col. 
4, lines 57 to 64 (emphases added)). Further, the "p r ocessor J 2. MMr M m a device access 
interrupt/' and "processor 12 executes a debug interrupt service routine," (Ross, col, 5, lines 
2 to 3, and lines 64 to 65 (emphases added)). As to the text at column 4, Ikes 57 to 66, and 
column 5, lines 32 to 47, Ross only refers to "monitoring of the program 1 and program 2 are 
operating in parallel," and the text at column 3, line 65 to column 4, line 2, column 5, lines 6 
to 12, and lines 25 to 27 of Ross only states "that the secure stack cheek is inherently done 
without using the program execution time of the microprocessor when the debug logic and its 
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register are operated in parallel to the program execution time." However, nowhere do these 
cited sections identically disclose (or even suggest) that the debug registers of Ross are 
operated in parallel Co the program execution time of the processor because, as quoted above, 
the processor of Ross — and not its debug register — performs all the functions. Thus, Ross 
plainly does not identically disclose (or even suggest) a debug logic operated in parallel to the 
program execution time, without using the program execution time of the microprocessor. 

(Remarks, pg. 9-10). 

Examiner respectfully disagrees . Executing a program while simultaneously 
monitoring said program inherently requires a degree of parallelism. Moreover, as 
Applicant notes in his remarks, Ross teaches that "the secure stack check is inherently 
done without using the program execution time of the microprocessor when the debug 
logic and its register are operated in parallel to the program execution time." (Rem. pg. 
9-10). Thus, Ross discloses a method of monitoring a program as claimed. 

Applicants remaining arguments are predicated on the validity of the foregoing 
unpersuasive arguments and, accordingly, are unpersuasive for at least the same 
reasons . 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action, if any. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
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TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to RYAN D. COYER whose telephone number is (571) 
270-5306 and whose fax number is (571) 270-6306. The examiner can normally be 
reached via phone on Mon-Thurs, 7a-6p. If attempts to reach the examiner by 
telephone are unsuccessful, the examiner's supervisor, Wei Zhen, can be reached on 
(571 ) 272-3708. The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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